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1.You are building a product on top of Google Kubernetes Engine (GKE). You have a single GKE cluster. 
For each of your customers, a Pod is running in that cluster, and your customers can run arbitrary code 
inside their Pod. You want to maximize the isolation between your customers’ Pods. 
What should you do? 
A. Use Binary Authorization and whitelist only the container images used by your customers’ Pods. 
B. Use the Container Analysis API to detect vulnerabilities in the containers used by your customers’ 
Pods. 
C. Create a GKE node pool with a sandbox type configured to gvisor. Add the parameter 
runtimeClassName: gvisor to the specification of your customers’ Pods. 
D. Use the cos_containerd image for your GKE nodes. Add a nodeSelector with the value 
cloud.google.com/gke-os-distribution: cos_containerd to the specification of your customers’ Pods. 
Answer: C 
Explanation: 
Reference: https://cloud.google.com/kubernetes-engine/sandbox/ 
 
2.You are using Deployment Manager to create a Google Kubernetes Engine cluster. Using the same 
Deployment Manager deployment, you also want to create a DaemonSet in the kube-system namespace 
of the cluster. You want a solution that uses the fewest possible services. 
What should you do? 
A. Add the cluster’s API as a new Type Provider in Deployment Manager, and use the new type to create 
the DaemonSet. 
B. Use the Deployment Manager Runtime Configurator to create a new Config resource that contains the 
DaemonSet definition. 
C. With Deployment Manager, create a Compute Engine instance with a startup script that uses kubectl 
to create the DaemonSet. 
D. In the cluster’s definition in Deployment Manager, add a metadata that has kube-system as key and 
the DaemonSet manifest as value. 
Answer: C 
Explanation: 
Reference: https://cloud.google.com/kubernetes-engine/docs/how-to/cluster-access-for-kubectl 
 
3.Every employee of your company has a Google account. Your operational team needs to manage a 
large number of instances on Compute Engine. Each member of this team needs only administrative 
access to the servers. Your security team wants to ensure that the deployment of credentials is 
operationally efficient and must be able to determine who accessed a given instance. 
What should you do? 
A. Generate a new SSH key pair. Give the private key to each member of your team. Configure the 
public key in the metadata of each instance. 
B. Ask each member of the team to generate a new SSH key pair and to send you their public key. Use a 
configuration management tool to deploy those keys on each instance. 
C. Ask each member of the team to generate a new SSH key pair and to add the public key to their 
Google account. Grant the “compute.osAdminLogin” role to the Google group corresponding to this 
team. 
D. Generate a new SSH key pair. Give the private key to each member of your team. Configure the 
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public key as a project-wide public SSH key in your Cloud Platform project and allow project-wide public 
SSH keys on each instance. 
Answer: C 
Explanation: 
https://cloud.google.com/compute/docs/instances/managing-instance-access 
 
4.You significantly changed a complex Deployment Manager template and want to confirm that the 
dependencies of all defined resources are properly met before committing it to the project. You want the 
most rapid feedback on your changes. 
What should you do? 
A. Use granular logging statements within a Deployment Manager template authored in Python. 
B. Monitor activity of the Deployment Manager execution on the Stackdriver Logging page of the GCP 
Console. 
C. Execute the Deployment Manager template against a separate project with the same configuration, 
and monitor for failures. 
D. Execute the Deployment Manager template using the –-preview option in the same project, and 
observe the state of interdependent resources. 
Answer: D 
Explanation: 
Reference: https://cloud.google.com/deployment-manager/docs/deployments/updating-deployments 
 
5.Your company is moving from an on-premises environment to Google Cloud Platform (GCP). You have 
multiple development teams that use Cassandra environments as backend databases. They all need a 
development environment that is isolated from other Cassandra instances. You want to move to GCP 
quickly and with minimal support effort. 
What should you do? 
A. 1. Build an instruction guide to install Cassandra on GCP. 
2. Make the instruction guide accessible to your developers. 
B. 1. Advise your developers to go to Cloud Marketplace. 
2. Ask the developers to launch a Cassandra image for their development work. 
C. 1. Build a Cassandra Compute Engine instance and take a snapshot of it. 
2. Use the snapshot to create instances for your developers. 
D. 1. Build a Cassandra Compute Engine instance and take a snapshot of it. 
2. Upload the snapshot to Cloud Storage and make it accessible to your developers. 
3. Build instructions to create a Compute Engine instance from the snapshot so that developers can do it 
themselves. 
Answer: D 
 
 


